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Lessons Learned in Lockdown
Make it Safe to Educate

Chuck Malott  - Founder RedBag





Decision Making
You can’t be wrong.

But you might not be right.



Feb 22, 2023
Swatting Incident 







Lockdown lifted after report of a gun at Aurora middle school
October  30th 2023

AURORA, Colo. — A report of a firearm at an Aurora middle 

school forced the school to be locked down on Monday. The 

lockdown began just after noon.

Aurora Police said the report was made for East Middle 

School, at East 13th Avenue and Fraser Street. Police sad 

no gun was found and that the lockdown was lifted 

just after 2 p.m.



Communication is Critical In an Emergency

Information vacuums 

are the best place 

for PANIC to develop.



For Everyone in Lockdown it 
“Felt Real”



False Reports



Threat Assessment?



1. Swatting Events
2.   False Activations

3.   False Reporting
4.                    Active Incident



How do we balance it all?



Introductions

1996

2004

2019

Chuck Malott 

Cyber Safety

Cardiac Safety

School Safety







Why am I here?
Meet Spencer and the Fam

If they don’t feel safe Teachers 

can’t teach and students can’t 

learn



ALERTING



LOCKS, LIGHTS, OUT OF SITE

Now What?



Fear, Anxiety, and Stress



Build it and they will come

Mar 2020 - Started COVID 

Sep 2019  - Started the RedBag project with CCSD

Jun 2020  - Started Losing it 

Aug 2020 - First Working RedBag MVP

Apr  2021  - First full scale lockdown drill Fox Ridge 

Fall 2021  - CCSD District wide Rollout   

Today         - It Works!

Fall 2024  - APS District wide Rollout   
2021-24    - CNIE + 13 More School Districts



RedBag Reviews:

Love having the red bag. Feels so good to have communication

This is a wonderful tool that takes much of the stress out of this process!

I do feel much safer with the ongoing announcements/communication 

through the app…feels less lonely and scary.

Thank you so much for this program. It makes me feel very safe.

This is my first time ever using Red Bag and I can confidently say I felt 
safer and more calm in a lockdown drill than I ever have!

I appreciate the red bag and QR code for information

Thank you! The red bag is awesome and a great safety tool.

Good work, i like red bag

Thank you! The red bag is awesome and a great safety tool.

RedBags are amazing!

I like the chat feature, I had a student who really had to use the restroom after we 
were cleared.

I'm a big fan of the red bag protocol. It make me 
feel much more supported and informed in the 
case of a situation.

"I loved using the QR code, so easy 
and quick."

"The red bag system is preferable to other systems I have used."

"I really liked the updates that it provided. I feel much more confident if we had 
a real one than I have ever felt before. Thank you!"



The Why?



Response vs. Reaction



Response is Trained



Reaction Is Emotion



Reaction
GET BEHIND A LOCKED DOOR
 Doors that lock from the inside

“In the attacks that have 
occurred in the United States, 
no shooter, to our knowledge, 
has breached a locked door…”



METRICS AND DATA
“What gets measured gets managed” - Drucker







Lessons Learned :
Technology is only part of the safety solution

You can’t buy happiness 



Goat Rodeo



TRUST

Lessons Learned:
Once trust is lost it is hard to get back



Lesson Learned – Leadership:
Learn to make good decisions when things happen 

Always Follow your protocol

Practice decision making

Practice using all your tools

Bring safety teams together

Debrief and hotwash everything



ALWAYS FOLLOW YOUR PROTOCOL 

TRUST

COMPLIANCE





BRING YOUR TEAMS TOGETHER



WHAT DID WE LEARN
Debrief and hotwash EVERYTHING



Where we are,
 and what we know,
 will drive what we do.



Learn to use your tools



Immediate 
Classroom 
Communication



Leverage the tools you have



Lessons:
Everyone needs a Coach 

Basics First



Lessons:
Everyone gets better with Coaching



Lessons – There is always more to do:
Constant Never Ending Improvement

School Based Lessons:

Importance of communication during an incident 

Parent communication 

Timing of communication

Importance of emergency Planning, Training and Drills

Use of the tools during training (maps, radios, Valcom, keys, partnerships)

Managing special populations of students

Having your own child in the building

Debriefing with staff

Psychology of staff and students during drills

Attendance during drills and following events

Support services after an event

Trauma informed practices – Drills and actual incident management

Benefits of Hold-after-Lockdown

Attending to Special Needs students 

Psychological Impact Lessons:

Importance of communication during an incident – a void of information is bad

Trauma informed practices – Drills and actual incident management

Importance of emergency Planning, Training and Drills

Fear, Anxiety and Fear

Management of incident can result in better or worse recovery

Debriefing with staff is critically important to close any gaps of information

Psychology of staff and students during drills

Attendance during drills and following events

Support services after an event

Psychological benefits of Hold-after-Lockdown – less time in the dark, quicker recovery

Technical Lessons & Considerations

Why did you need a communication tool?

Challenges of App based solutions vs. QR code?

Perspective of a small district.

Technology consistency

Ease of use and application – little training needed

Wifi considerations

Security of applications

Integration with other systems

Importance of emergency Planning, Training and Drills-What else did it open your eyes to?



We must…..
Make it Safe to Educate



Life is not about waiting 
for the storm to pass, it’s 
learning to dance in the 
rain.
 
 
- Vivian Greene

“

”



Newtown, CT



2008



12.14.2012



Reichen’s class
1st Grade



Amyla’s class
4th Grade



The twins
Pierce and Kaia

5th Grade 



No
communication



12.15.2012



01.07.2013
Kaia            5th Grade 

Pierce       5th Grade

Amyla        4th Grade

Reichen   1st Grade



Is school safe?



District Meeting



Stakeholders
Sheriff         
Local PDs         
District Leaders
Technology        
Transportation                  
Facilities 
PIOs   

Mental Health
Fire / EMS
Parents 
Administrators
EMA
Fire / EMS
DAs Office



To learn, 
students have to 
feel safe. 



Reichen
5 minutes 



5th grade



Feel safe
How?



Didn’t solve
Evil

Tornados

Human or natural disasters



Culture of safety



People first
Then plans

Then policies

Then products (tools)



People first
Relationships



Relationships
Sheriff         
Local PDs         
District Leaders
Technology        
Transportation                  
Facilities 
PIOs   

Mental Health
Fire / EMS
Parents 
Administrators
EMA
Fire / EMS
DAs Office



Relationships
One trusted adult



School Nurse
Ms. Gabriella 



Mr. Maurice







Mrs. Hensley
2nd grade teacher



Ms. Keepers
5th grade teacher



People first
Ownership

Safety is everyone’s responsibility



People first
Safety mindset



Plan second



Give them a plan
Response plans



All Hazards 
Plan
Human disasters
Natural disasters



Drills
Practice all hazards response



Not to check a box



Scaring or 
preparing?



Message
The plan



Active shooter 
drill 



Lockdown drill



Lockdown



A threat inside the 
building



Life Skills 



Need help
Practice the plan
Do scenarios
Do tabletops
Responsibilities
Communication



Classroom
Communication

Teachers

Students



Leadership
Informed decisions

Create polices

Purchase the right products 



To learn, students 
have to feel safe. 



Culture of safety
Supportive environment 



6th grade
Student and staff safety surveys

“Made me feel safe.” Reichen 



Well-being
Staff and students



Prevention
Reduces concerning behaviors

Intervention sooner 



Life
Participating and

Enjoying 



We can make it    

safe to educate!

Together



Lessons Learned in Lockdown

Ian Lopez 

Director of Safety & Security for Cherry Creek Schools

Former Police Commander





CCSD Lockdown Events



17



100%





Grandview High School 
February 28, 2023

9:13 am







Transition: HOLD-after-LOCKDOWN



Grandview: HOLD-after-LOCKDOWN

45 min



The Five



Five Actions

Five Minutes

Five Responsibilities





Five Actions



Sequencing Actions



HOLD-to-SECURE?



HOLD-to-LOCKDOWN?



HOLD-after-LOCKDOWN?



Transition: HOLD-after-Lockdown



Five Minutes



Five Minutes



Five Responsibilities
Alert & Warn Others 

Respond
Manage
Recover

Communicate



Five Responsibilities
Alert & Warn Others 

Respond
Manage
Recover

Communicate



Five Responsibilities
Alert & Warn Others 

Respond
Manage
Recover

Communicate



Five Responsibilities
Alert & Warn Others 

Respond
Manage
Recover

Communicate



Five Responsibilities
Alert & Warn Others 

Respond
Manage
Recover

Communicate



Still with me?





COMMIT



Build Relationships & Partnerships



Tabletop, Practice & Train



Consistency



Leverage & Share Information



Test Technology



Protect Student Dignity 



The Gap

Active Phase
10 min

Reunification Phase 
1 to many hours



The Gap

Active Phase
10 min

Reunification Phase 
1 to many hours

Support

Updates

Reassurance

Information

Direction

Students & Staff



The Gap

Active Phase
10 min

Reunification Phase 
1 to many hours

Safety

Tactics

Coordination

Resources

Decision Making

First Responders



Do what is best for kids!



Lessons Learned in Lockdown

Lynda Sailor
Chief Financial & Operating Officer, Founder, 
Trustee Emeritus at Aspen Academy



Communication

Leadership

Practice

Relationships

Leadership Preperation

Lessons Learned:
You have to put in the work

Surveying and data



Practice and Preperation:



Relationships:



Lessons Learned in Lockdown

Survey data - Intro Fall 2023



Lessons Learned in Lockdown

Survey Data - Fall 2023 with Kids



Lessons Learned in Lockdown

Survey Data - Intro Fall 2024 with Kids



Thank You!
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